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NIHICER Uganda- Rakai Health Sciences Program collaboration (RHSP)
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In 2002, RHSP became one of the 
three NIAID-NIH supported 
International Centers of Excellence in 
Research Along with Centers in 
Bamako, Mali and Chennai, India.



RENU MAP as of June 2019
 - Approximately 150 plus connected campuses

 Services
• Local network traffic – uncapped
• IPv4 public addresses (minimum 256 or /24) + Ipv6
• Eduroam
• RENU Identity Federation (RIF)
• Web Conferencing
• SSL Certificates (COMODO)
• Capacity building (Workshops and DEAs)
• RENU-CERT reports
• Network Traffic monitoring
• Open Source Mirror
• Leased lines “ Free connectivity”
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The problem
 Network with distributed 

services across the world.
 Moving services from the LAN 

to the cloud requires identity 
and groups.
• Every cloud has its own user 

database and directory
 Collaboration with scientists 

around the world.  
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Globalization of Research
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Sample 
Sequencing: 
Boston

High Performance 
Computing: 
Chicago

Specimen collected 
and logged: 
Bamako

Patient (volunteer) 
demographics and 
labs: Bethesda

Data Management and 
Validation: Kampala

Bioinformaticians: 
Cape Town
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Sequencing: 
Boston

High Performance 
Computing: 
Chicago

Specimen collected 
and logged: 
Bamako
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demographics and 
labs: Bethesda

Data Management and 
Validation: Kampala
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Investigators: Oxford, Boston, 
Bethesda, Chicago, Bamako



Identity Aggregation and Grouping

 Many applications now provide single-signon using Facebook, Google, 
Twitter, and other identity providers
• two problems include commercial ownership and less assurance of 

credentials

 Academic and Research institutions have created Trust Federations
• InCommon - Internet2 federation
• Canarie – Canadian Access Federation
• EduGAIN
• RIF - RENU Identity Federation enables member institutions to 

access and share resources securely. Established August 2016
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• Top body world wide that manages all 
federations.

• Develop access and identity 
management technology, policies and 
processes



eduGAIN Membership worldwide
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RIF Membership
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• Infectious Disease Institute-Uganda (IDI)
• International Centre for Excellence 

Research (ICER)
• Research and Education Network for 

Uganda (RENU)
• Uganda Christian University - (UCU)
• Rakai Health Science Program - (RHSP)
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Presenter
Presentation Notes
1. User accesses web application, gets redirected to login form: What is this?  (Sequence diagram – should look familiar to those who use UML.  From Visio, tab Step1, select all objects on page, export to PNG with default settings, selection area 655x455 pixels with origin at upper left.)  What’s going on here?  (Answered on next slide.)



Authentication and authorization process flow
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I.  I would like to access file sender

6. Sure Einstein. Here You go
Service provider (SP) @RENU

Identity Provider Server @NIH ICER

einstein@rhsp.org
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Accessing File sender service using RIF platform

FileSender Service (SP)Successfully Logged in

Identity Provider (IDP)

einstein@rhsp.org
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2. Accessing web conferencing services using RIF platform

Service provider (SP) 

Identity Provider (IDP)

Successfully Logged in einstein@rhsp.org



Other services we use RIF
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Challenges Solutions to some challenges
 Very few skilled and trained 

personnel worldwide to do the 
setup.

 Trouble shooting can take abit 
of time if something breaks.

 It’s a little complex to 
understand the setup while 
starting.

 A lot of the software used is 
open source and the setup for 
various institutions are differ

 Through partnerships with Ubuntunet, 
GEANT, RDCT, NIH and 
sphericalcowgroup , RENU has 
organized training workshops to train 
staff on the Trust, identity and 
federations technologies.

 Encouraging institutions subscribe to 
email lists REFEDS, INcommon 
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Questions ?         
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