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Abstract
Kenya experiences a critical firearm management gap, evidenced by a 70% surge of illegal firearm recoveries and a reliance on fragmented manual record keeping. This study developed the Proposed Geolocation Mapping Model (PGMM), a context-aware IoT framework designed to transition Kenyan security forces to an automated, real-time oversight. Using a Design Science Research paradigm grounded in Socio-Technical Systems Theory and TAM, the study employed a multi-method approach: thematic analysis of 18 expert consultations, participatory workshops with 24 stakeholders, and machine learning simulations. The PGMM integrates biometric authentication with hybrid GPS/cellular geolocation using dual Random Forest classifiers, Owner Identification (OIC) and Location Identification (LIC), fused via a novel AND-gate decision module.
The simulation results identified a high internal consistency, with the OIC achieving 93.0% accuracy (AUC = 0.97) and the LIC achieving 87.5% (AUC = 0.81), both significantly exceeding pre-specified global field benchmarks. A Wilcoxon signed-ranks test confirmed OIC superiority while a Kruskal-Wallis test (p =.048, η2 = 0.41) showed that there existed a significant perception gap, as technology specialists’ ratings implied a high system feasibility than security practitioners’ ratings. These findings show that lightweight IoT data can effectively replace bandwidth-heavy video for firearm management in infrastructure-constrained environments.
While the simulation validated the architectural construct, field implementation requires addressing stakeholder perception gaps and doing cellular coverage audits to maintain the LIC’s performance advantage. The PGMM provides a statistically evidenced foundation for transforming firearm management from passive record-keeping to high-assurance, real-time geofencing.
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I. INTRODUCTION
Kenya's firearm management deficits harbors escalating and quantifiable consequences. The KNBS (2024) reported a 70% year-on-year surge in illegal weapons recoveries in 2023, while the CHRIPS Observatory (2024) confirmed firearms were implicated in 41% of Kenya's 85 recorded terror-related security incidents during the same period. From a security engineering perspective, these figures reflect a systemic architectural failure in that the existing firearm management systems rely on episodic administrative entries and manual records that are practically incapable of detecting unauthorized use or diversion of weapons at the moment of occurrence (Stalling, 2024). The problem is not simply administrative but a middleware gap in the classical sense of Gamma (1995): There’s a deficiency of a system that mediates between heterogeneous real-time sensor inputs and an enforcement decision layer in the timescale at which security events unfold.
The Internet of Things (IoT) paradigm is a network of interconnected physical objects facilitating autonomous, network-driven data exchange and context-aware computing. (Dey, 2001) defines context aware computing as the capacity of a system to adapt behavior solely on situational information including user time, identity and location, these two. These together provide the technical basis to address this gap. Prior IoT middleware research has advanced the general architectural principles as showcased by Perera et al. (2014) and security communication frameworks as posited by Qiao et al. (2024). A striking resemblance of these works is that they were designed for infrastructure-rich environments with stable bandwidth and power. They do not address the low-bandwidth, intermittent-connectivity, and energy-constrained conditions characteristic of sub-Saharan African security deployments like Kenya’s, where 30% of operational zones face inconsistent electricity access (Lashitew et al., 2019). Similarly, biometric authentication systems have achieved up to 98% laboratory accuracy (Fianyi and Zia, 2019), GPS/cellular hybrid positioning has showcased feasibility for asset tracking in Urbanized environments in Africa (Merry and Bettinger, 2019), and Random Forest classifiers have been confirmed as near-optimal for non-linear tabular sensor metadata classification (Breiman, 2001), Prior studies fail to integrate these three technology domains within a unified, resource-aware, middleware framework designed and simulation-validated for a sub-Saharan African security context.
This paper addresses that gap through the design, formal specification, and simulation-based evaluation of the Proposed Geolocation Mapping Model (PGMM). The PGMM is a context-aware IoT framework incorporating multi-factor biometric authentication with Global Positioning System (GPS)/cellular hybrid geolocation, using lightweight tabular contextual features rather than bandwidth-heavy video streams. The PGMM employs a Random Forest-based prediction sub-model specifically because the framework ingests engineered, tabular sensor metadata, hashed categorical identifiers, coordinate encodings and temporal features, for which ensemble tree methods are demonstrably superior to deep learning architectures at the training set sizes available in resource-constrained deployments (Géron, 2022). This study makes the following original contributions:
(i) A formally specified four-construct PGMM architecture, including an AND-gate decision fusion module that requires simultaneous biometric and geolocation authorization, calibrated to Kenyan operational parameters including actual World Geodetic System 1984 (WGS-84) geographic coordinates and documented field-condition sensor degradation rates.
(ii) A simulation methodology for security-critical IoT systems that explicitly distinguishes construct from criterion validity, providing a reproducible evaluation framework for future middleware research in infrastructure-constrained environments.
(iii) Empirical evidence that technology specialists and security practitioners hold statistically significantly different technology feasibility perceptions (Kruskal-Wallis H(3) = 7.89, p = .048, η² = 0.41), a finding that directly informs implementation strategy for any IoT deployment in hierarchical security organizations.
(iv) A comparative machine learning evaluation empirically justifying Random Forest over Convolutional Neural Network (CNN) and Support Vector Machine (SVM) architectures for tabular IoT sensor feature classification in this domain.
The remainder of this paper is organized as follows. Section II reviews related literature across five thematic domains. Section III presents the PGMM design and the research methodology. Section IV reports and analyses the results. Section V discusses the findings and their theoretical and practical implications. Section VI concludes and presents directions for future research.
II. RELATED WORK
A) Smart Firearm Technologies
The foundational survey of smart firearm technologies was conducted by Greene (2025), who identified four prototype authentication mechanisms: the Dynamic Grip Recognition (DGR) system at the New Jersey Institute of Technology achieving 90% identification accuracy; the Armatix iP1 RFID wristband system; the Kodiak Industries Intelligun fingerprint prototype; and Safe Gun Technology's system targeting a False Accept Rate of 0.0001% and a False Reject Rate of 1%. While these benchmarks establish the performance frontier for single-modality authentication in controlled environments, Greene's (2013) survey, the most comprehensive review of its kind, documents a critical challenge shared across all prototypes: evaluation was conducted exclusively in controlled laboratory settings that do not accommodate the dust, moisture, physical stress, and intermittent power conditions that operational deployments experience in regions like Kenya's North Rift (Lashitew et al., 2019). Lamb (2024) further posits that barriers like commercial interest and outdated regulations have prevented smart firearm technologies from achieving mass deployment even in resource-rich markets, hence providing important lessons for technology transfer to developing security contexts. In the Modern Era, Catacutan et al. (2024) introduced CogniGun which is also an IoT-integrated forensic analysis system employing You Only Look Once-YOLOv9 for Philippine law enforcement that demonstrated operational feasibility but requiring continuous high-bandwidth internet connectivity alien in Kenya's rural deployment contexts (Owino, 2021). Chowdhury (2023) conceptualizes the Artificial Intelligence (AI)-enabled smart firearm as the future policing tool but remains at the conceptual level without implementation or empirical validation. The collective limitation of this body of work is its failure to integrate authentication and geolocation within a unified, resource-aware middleware architecture, the precise gap that the PGMM addresses.
B) Biometric Authentication Systems for Firearms
Much of the empirical attention by researchers in smart firearms literature has been biometric authentication. Fianyi and Zia (2019) report fingerprint recognition accuracy rates of up to 98% in controlled conditions and document the general superiority of optical sensors over capacitive alternatives in clean environments. However, Reed and Dunaway (2019) provide the most operationally significant finding in this literature: a consistent 5-7% accuracy degradation when biometric systems transition from controlled to field environments, a figure that has direct implications for system design in any context involving manual labor, moisture, protective gloves or contamination. Sanders and Saultry (2024) argue for multi-factor authentication architectures that reduce vulnerability to any single environmental failure mode when examining the intersection of biometric technology and military operations law. This argument is directly operationalized in the PGMM's design, where biometric authentication constitutes the first of two independent layers of classification as opposed to standalone security control. Mostafa et al. (2023), in a study of multi-factor authentication frameworks for cloud security, shows formally that the adversarial cost of by-passing a two-layer authentication system increases non-linearly relative to either layer alone, a theoretical property that the PGMM's AND-gate fusion directly exploits.
C) IoT-Based Tracking and Context-Aware Positioning
Perera et al. (2014) provide the basis of architectural analysis for context-aware IoT middleware by identifying four functional layers which includes, data acquisition, context modelling, reasoning, and dissemination. They further demonstrated that systems implementing the four achieve significantly better real-world reliability than partial implementations. This four-layer architecture directly informed the four-construct of PGMM design. Anagnostopoulos (2022) demonstrates an improvement of 40% in security incident response times attributable to IoT monitoring infrastructure in a campus security deployment. This established a quantified operational benefit benchmark for the PGMM's 500-millisecond alert latency target. Singh et al. (2021) developed an IoT-based weapons detection system using YOLOv4, it demonstrated computer vision and IoT integration for real-time weapon detection, though their system's dependence on high-resolution video streams and continuous network connectivity renders it unsuitable for resource-constrained field deployments, a limitation the PGMM addresses through lightweight contextual feature engineering rather than image-based classification. (Kaplan and Hegarty, 2017) establish that GPS accuracy under nominal outdoor conditions is 3–10 meters but degrades to 50-100 meters in urban canyons, motivating the hybrid GPS/cellular positioning architecture of the PGMM's LIC. Merry and Bettinger (2019) in a controlled study of smartphone GPS accuracy in urban environments, report 7–13 meters in horizontal position errors of under standard conditions, confirming the GPS noise parameters adopted in the simulation.

D) Machine Learning On Security Classification 
Random Forest ensemble algorithm was introduced by  Breiman (2001) through which he demonstrated its resistance to overfitting through the law of large numbers on decorrelated decision trees. This theoretical basis is what justified the selection of RF for use in this study. Han et al. (2020) posited that Random Forest with 100 estimators is empirically shown to have an almost optimal performance on tabular classification datasets, with diminishing returns beyond this threshold. The definitive theoretical treatment of ensemble methods is given by Hastie et al. (2009) which establishes the bias variance decomposition that explains the performance gain of RF over single decision trees. Flach (2019) deals with the specific problem of performance evaluation under conditions of class imbalance with the AUC of the Precision-Recall curve being set as the most informative metric under conditions of substantially lower positive class prevalence than 50%. This remains as the methodological standard used for the evaluation framework in this study. 
The use of Random Forest architectures over CNN architectures for the classification tasks in the PGMM represents the following principled engineering decision: the PGMM reflects engineered ingestion of tabular, contextual features (urban planning data) instead of raw image pixels or sequential sensor streams: the PGMM takes engineered features from a data engineering standpoint (e.g., hashing of categorical identifiers) to run its classification models. Applying a CNN to structured tabular features would be an over-parameterized solution that is prone to overfitting on the 800-case training set and does not provide any demonstrable performance benefit (Géron, 2022). 
E) Technology Adoption in Security Contexts in Kenya
The Technology Acceptance Model theory, designed by Davis (1989), specifies the Perceived Usefulness and Perceived Ease of Use as the main determinants of technology adoption intention in a professional setting. In a comprehensive review of information systems adoption research by Jeyaraj et al. (2023), TAM itself was refined to include Social Influence and Facilitating Conditions as salient determinants within hierarchical organizational contexts, a refinement directly applicable outright to Kenya's security forces, where institutional endorsement is a significant factor in the adoption of behavior on the front lines. Studies show the usefulness of multi-level TAM analysis in the processes of technology deployments in the Kenyan government confirms the criticality of facilitating conditions, including infrastructure reliability and training availability, as factors that determine adoption (Busolo, 2021). Lashitew et al. (2019), studying the diffusion of mobile financial services in sub-Saharan Africa, posits that 96% of Kenyans have access to a mobile network while only 70% of Kenyans have regular access to electricity, an asymmetry in infrastructure with direct implications to IoT deployment energy architecture. Wang et al. (2021) state that regulatory frameworks are among the most long-lasting barriers in IoT adoption in the context of developing countries. This finding proves the relevance of the regulatory adaptation mechanism in the PGMM framework. 
III. RESEARCH Methodology and System Design
A) Research Paradigm 
This study follows a design science research (DSR) design paradigm. DSR regards the design and systematic evaluation of a new and original computational artefact, the PGMM, as the main contribution of knowledge. DSR is the right paradigm as the key goal of the study is architectural, that is to design and demonstrate a system that does not exist, not describe or explain a naturally occurring phenomenon (Hevner et al., 2004). Three complementary inquiry models are used consecutively: systematic literature review for establishing design requirements and performance benchmarks (Objective 1); semi-structured expert consultations and participatory stakeholder workshops for establishing contextual feasibility and co-producing design requirements (Objectives 2 and 3); experimental machine learning simulation for evaluating performance of PGMM (Objective 4). The study is theoretically grounded on Socio-Technical Systems Theory (Baxter and Sommerville, 2011), as the primary theoretical framework, operationalizing the principle that for optimal system performance, technical and social subsystems need to be optimized together, and the Technology Acceptance Model as a secondary supporting framework for the analysis of adoption. 
B) The Proposed Geolocation Mapping Model ( PGMM) 
The PGMM is formally stated as a four-construct end-to-end pipeline from raw sensor getting to actionable GIS-based intelligence with a total end-to-end latency of less than 500 milliseconds from trigger event to dashboard update and alert publication.
Construct 1: Data Acquisition and Preprocessing governs the ingestion and validation of three concurrent sensor streams at the moment of a trigger event: (i) biometric data; fingerprint templates (byte arrays) or grip-force distribution readings from sensors embedded in the weapon handle; (ii) spatial data; GPS coordinates (latitude/longitude float64, WGS-84) from an onboard GPS receiver, supplemented by cellular triangulation when GPS PDOP exceeds 2.5; and (iii) contextual metadata; weapon serial number, timestamp (ISO-8601), officer duty assignment identifier, and authorized operational zone polygon boundaries retrieved from the central registry. Preprocessing operations include plausibility validation, min-max normalization to [0,1], and feature encoding. A fail-secure protocol defaults to Unauthorized when sensor data is unavailable within a 5-second window, consistent with multi-factor authentication security requirements (Mostafa et al., 2023). Approximate latency: 20 milliseconds.
Construct 2: Feature Extraction transforms preprocessed readings into structured feature vectors. The PGMM deliberately employs engineered, tabular contextual features rather than raw sensor data or image streams, the design choice that determines algorithmic selection in Construct 3. The Owner Identification Feature Vector comprises: (i) a hashed biometric identifier; categorical owner IDs encoded via MurmurHash into 64 integer bins, represented as numeric features. It was chosen for its low-latency and high distribution properties suitable for resource-constrained IoT. (ii) the duty assignment identifier; and (iii) the weapon serial number. The Location Identification Feature Vector comprises: (i) GPS latitude and longitude as continuous float64 features; (ii) zone identifier derived via spatial join; and (iii) temporal features; hour-of-day (0–23) and day-of-week (0–6) integers. Approximate latency: 10 milliseconds.
Construct 3: Prediction Sub-Model is PGMM's machine learning core, which consists of two classifiers of Random Forest and a Decision Fusion Module (both of which are binary classifiers). Classifier architecture note: Owner Identification Classifier (OIC) is a two-class classifier as it outputs Authorized if the biometric template being identified is the owner registered for that weapon, and Unauthorized if otherwise. The simulation uses 500 owner ids to generate a meaningful reference space, but the OIC is trained and evaluated as a one class detection problem (match vs. non-match), not a multi-class detection problem with 500 classes. The chance baseline is therefore not 0.2%, but 50%. 
Similarly, Location Identification Classifier (LIC) is a two-class classifier giving two outputs In-Zone or Out-of-Zone. Both classifiers are initialized with nestimators = 100, maxdepth = None (fully grown i.e. the variant justified empirically with respect to the depth constrained variants), random_state = 42. The Decision Fusion Module is a logical AND rule: a trigger event is classified as Authorized if both classifiers independently give affirmative result. This AND-gate architecture requires that an adversary has to bypass two independent security controls, biometric authentication and zone compliance, at the same time, greatly increasing the attack complexity as compared to any single-layer alternative ((Mostafa et al., 2023). Approximate latency period: 50 milliseconds 
Construct 4: Geolocation Mapping and Visualization renders classifier outputs as a georeferenced GeoJSON event record logged in to the event database and rendered on a GIS dashboard. Authorised events are displayed as green markers and unauthorized events are displayed as red markers with an automatic MQTT alert broadcast. All communications are end-to-end encrypted using the DTLS Version 1.3. Total end-to-end total latency goal: < 500 milliseconds. Total end-to-end total latency goal: < 500 milliseconds. While the internal processing of the Constructs 1-3 take about 80 milliseconds, the remaining ~420 millisecond buffer is allocated specifically for the network transit (LoRaWAN/Cellular) and database write-times, the main latency bottlenecks in Kenyan infrastructure.
TABLE I: PGMM SIMULATION HYPERPARAMETERS AND OPERATIONAL PARAMETERS
	Parameter
	Value
	Justification

	ML Algorithm
	Random Forest (binary OIC + binary LIC)
	Optimal for tabular contextual features (Breiman, 2001, Han et al., 2020)

	n_estimators
	100
	Performance plateau beyond 100 (Han et al., 2020)

	max_depth
	None (fully grown)
	Empirically justified; depth 10/20/30 variants produce comparable AUC with marginally lower variance

	Random seed
	42; np.random.seed(42)
	Ensures complete reproducibility (Géron, 2022)

	Train / Test split
	80% / 20% (800 / 200 events)
	Standard practice (Hastie et al., 2009)

	Cross-validation
	10-fold CV on training set
	Guards against overfitting

	Simulation runs
	5 (seeds: 42, 123, 456, 789, 1011)
	Enables mean ± SD stability reporting

	Total events
	1,000 per run
	SE < 0.02 for stable metric estimation

	Owner correctness
	95%
	98% lab accuracy minus 5–7% field degradation (Fianyi and Zia, 2019, Reed and Dunaway, 2019)

	Location correctness
	90%
	Engineering assumption for GPS/cellular hybrid; GPS baseline: 7–13m (Merry and Bettinger, 2019)

	GPS noise sigma
	10 metres
	Nominal outdoor GPS accuracy (Kaplan and Hegarty, 2017).

	Geographic zones
	10 Kenyan WGS-84 coordinates
	Urban/rural diversity across Kenya (Nairobi, Mombasa, Kisumu, Eldoret, Nakuru, Machakos, Meru, Kisii, Baringo, Turkana)

	OIC positive class prevalence
	~95%
	Derived from 95% correctness parameter; accuracy alone is misleading — AUC and weighted F1 are primary metrics (Flach, 2019).

	LIC positive class prevalence
	~90%
	Same caution applies



C) Data Collection and Analysis Qualitative
Semi-structured interviews were carried out with 18 purposely selected domain experts from four professional domains: security sector (n = 6), technology and software engineering (n = 5), policy and regulation (n = 4) and technology law (n = 3). Selection was based on eight years or more of directly relevant professional experience (Fusch et al., 2018). The sample included 11 males accounting for 61.1% and 7 females representing 38.9%, and the subjects had a minimum of 8 and maximum of 35 years of professional experience (M = 19.7, SD = 7.2) and 35 and maximum age of 62 years (M = 48.3). Interviews lasted between 45-65 minutes and were audio-recorded with written consent from each participant. Interview data was then transcribed as-is and handed back for member checking (Creswell and Creswell, 2017). Two participatory stakeholder workshops with 24 participants from five organizational sectors used the Nominal Group Technique for a priority-ranking. The workshop cohort included 14 males (58.3%) and 10 females (41.7%) with experience of between 5 and 30 years (M=15.2, SD=6.8). All qualitative data was analyzed in NVivo 14 using Thematically where interview data was grouped into distinct themes (Clarke and Braun, 2017). The first free coding pass produced 312 individual codes, which were reduced after re-reading to eight primary themes. Inter-rater reliability was evaluated on a 20% random sample of transcripts that were coded independently by a second researcher with the results: Cohen's kappa, k = 0.78 that indicates substantial agreement ((Li et al., 2023)
D) Quantitative Analysis Strategy 
The approach used in the analysis was deliberately conservative and reflects the sample sizes n = 18 and n = 24. All inferential tests are non-parametric, which is in line with Creswell and Creswell (2017) recommendation for groups less than n = 30. Scale reliability was evaluated with the application of Cronbach's alpha before composite scores were used in any analysis (Li et al., 2023). Both the feasibility scale of expert consultation and the workshop endorsement scale resulted in a = 0.84 and a = 0.81, respectively, which both indicate good internal consistency (Taber, 2018). Simulation performance was compared in five independent runs and a Wilcoxon signed-ranks was compared for pair comparison of the primary simulation results instead of a paired t-test since no meaningful power exists in the Shapiro-Wilk test with n = 5 pairs. 
III. RESULTS 
A) Objective 1: Global Technology Review
 The systematic literature review was carried out adhering to the PRISMA guidelines and identified 847 records from four electronic databases; 68 studies were retained after deduction and eligibility evaluation. Three areas of technology comprise the current world frontier. Biometric authentication has up to 98% laboratory accuracy (Fianyi and Zia, 2019); but degrades reliably 5-7% under field conditions (Reed and Dunaway, 2019); the most operationally significant result in the literature so far for Kenyan deployments. GPS/cellular hybrid systems show about 87% positioning accuracy of around 10 meters in African urban areas, so the feasibility of the PGMM's architecture of hybrid positioning is confirmed. Anagnostopoulos (2022) argues that IoT monitoring architecture has shown a 40% improvement in security incident response times assuming a quantified operational benefit benchmark has been set. No previous study combines these three domains in a coherent, simulation-validated middleware architecture for sub-Saharan Africa. This confirms the PGMM as an original architecture contribution. 
B) Objective 2: Feasibility Assessment 
Expert Consultations The six item technology feasibility rating scale (Cronbach's a= 0.84) provided a composite mean of M=3.76 (SD= 0.61) on a 1-5 scale, reflecting positive but qualified expert assessment. Multi-factor authentication got the most important rating (M = 4.17, SD = 0.62), the narrowest standard deviation in the scale, indicating strong expert consensus, while BLE/LoRaWAN IoT communication the lowest (M = 3.44, SD = 0.92), the widest standard deviation, indicating genuine domain-based disagreement between technology specialists and security practitioners.
TABLE II: TECHNOLOGY FEASIBILITY RATING SCALE: DESCRIPTIVE STATISTICS (N = 18)
	Scale Item
	M
	SD
	Min
	Max

	1. Biometric authentication (fingerprint / grip)
	3.78
	0.73
	2
	5

	2. GPS tracking for weapon geolocation
	3.61
	0.85
	2
	5

	3. Cellular triangulation (fallback positioning)
	3.83
	0.79
	2
	5

	4. BLE / LoRaWAN IoT communication
	3.44
	0.92
	1
	5

	5. Multi-factor authentication (combined)
	4.17
	0.62
	3
	5

	6. Overall PGMM system feasibility
	3.72
	0.75
	2
	5

	Composite scale mean
	3.76
	0.61
	—
	—


Note. Cronbach's α = 0.84. Negative skewness values (range: −0.09 to −0.47) confirm approximately normal distributions.
A Kruskal-Wallis H test revealed a statistically significant between-domain difference in biometric authentication feasibility ratings, H(3) = 7.89, p = .048, η² = 0.41 (large effect). This confirms that expert domain accounts for a substantial proportion of variance in feasibility perceptions. Post-hoc Mann-Whitney U comparison identified that technology specialists rated biometric feasibility significantly higher than security practitioners (U = 5.00, r = 0.59, large effect). This between-domain gap is the study's most practically important statistical finding: it confirms that technology specialists and operational end-users do not share feasibility perceptions, and that procurement processes driven exclusively by technology sector advocates will systematically underestimate the skepticism of the practitioners who determine adoption outcomes.

TABLE III — KRUSKAL-WALLIS H TEST: BIOMETRIC FEASIBILITY RATINGS ACROSS EXPERT DOMAINS.
	Expert Domain
	n
	Mean Rank
	Median
	IQR

	Security sector
	6
	6.83
	3.50
	1.00

	Technology / Software Engineering
	5
	13.60
	4.00
	1.00

	Policy and Regulation
	4
	10.13
	3.75
	1.25

	Technology Law
	3
	7.17
	3.00
	1.00


Note. Kruskal-Wallis H(3) = 7.89, p = .048, η² = 0.41 (large effect, Cohen, 1988). 
NVivo thematic analysis yielded eight primary themes from 312 initial codes. Operational constraints (18/18 sources, 47 references) was the only theme coded by every participant; a finding that establishes Kenya's operational field conditions as the single most universal concern across all four expert domains. Technological infrastructure (16/18 sources, 38 references) and regulatory framework gaps (14/18 sources, 31 references) followed. A matrix coding query confirmed that biometric reliability concerns (Theme 4) showed the sharpest domain gradient: all six security sector experts coded it intensely, compared to one legal practitioner, this reflected a direct operational experience with the moisture, dust, and protective glove conditions that degrade fingerprint sensor performance, conditions that legal practitioners engaging with the study from a regulatory perspective had no comparable lived experience point to raise.
C) Objective 3: Framework Development - Stakeholder Workshops
The six-item technology component endorsement scale (Cronbach's α = 0.81) yielded a composite mean of M = 4.19 (SD = 0.55), confirming strong cross-sectoral endorsement of all PGMM framework components. Multi-factor authentication and phased implementation each achieved 96% endorsement rates and tied for first position in the NGT priority ranking, together receiving 62.5% of all first-preference votes (15 of 24). A Spearman rank-order correlation confirmed a statistically significant moderate positive relationship between professional experience and composite technology acceptance, rₛ(22) = 0.47, p = .021, 95% CI [0.09, 0.74]; This finding means that the key to successful pilot deployment strategy is identifying experienced senior practitioners as the strategically valuable adoption champions.

TABLE IV: PGMM COMPONENT ENDORSEMENT SCALE: DESCRIPTIVE STATISTICS AND NGT RANKINGS (N = 24)
	Framework Component
	M
	SD
	% ≥ 4
	NGT Rank

	Multi-factor authentication (OIC + PIN + biometric)
	4.42
	0.58
	96%
	1st

	Phased implementation approach
	4.50
	0.51
	96%
	1st (tied)

	Comprehensive training programme
	4.33
	0.64
	92%
	3rd

	Hybrid GPS/cellular positioning (LIC)
	4.17
	0.72
	92%
	3rd (tied)

	Decentralised DTLS-encrypted communication
	3.92
	0.83
	83%
	5th

	Regulatory adaptation mechanism
	3.83
	0.92
	79%
	6th


Note. Cronbach's α = 0.81. NGT = Nominal Group Technique. % ≥ 4 = proportion rating Agree or Strongly Agree.

Three expected challenges in the implementation phase were rated for severity on a 1–5 scale. Resource allocation peaked in the ratings (M = 3.92, SD = 0.88), data privacy fears followed a close second (M = 3.75, SD = 0.97), where the wide standard deviation shows divergent severity perceptions between security personnel and advocacy representatives; and third, technological dependence risk (M = 3.54, SD = 0.93). These challenge ratings informed the PGMM's failsafe default architecture and its phased implementation recommendation.
D) Objective 4: Machine Learning Simulation Results
Table V presents the classifier performance statistical report across all five simulation runs. Both classifiers demonstrate high stability, with narrow 95% confidence intervals confirming that results are reproducible across random seeds rather than artefacts of a particular initialization.

TABLE V: OIC AND LIC PERFORMANCE ACROSS FIVE SIMULATION RUNS 
	Metric
	Classifier
	Mean
	SD
	95% CI

	Overall Accuracy (%)
	OIC
	93.00
	0.710
	[92.1, 93.9]

	
	LIC
	87.50
	0.610
	[86.7, 88.3]

	AUC - ROC
	OIC
	0.97
	0.010
	[0.96, 0.98]

	
	LIC
	0.81
	0.010
	[0.79, 0.83]

	Weighted F1-Score
	OIC
	0.93
	0.005
	[0.92, 0.94]

	
	LIC
	0.87
	0.004
	[0.86, 0.88]

	AUC - PR Curve
	OIC
	0.96
	0.010
	[0.95, 0.97]

	
	LIC
	0.79
	0.020
	[0.77, 0.81]


Note. Five simulation runs with seeds 42, 123, 456, 789, 1011. OIC = Owner Identification Classifier; LIC = Location Identification Classifier. PR = Precision-Recall. .

Table VI presents full per-class classification metrics. The high true-class performance of both classifiers;  OIC true-class F1 = 0.96, recall = 0.97; LIC true-class F1 = 0.93, recall = 0.94; directly handles the stakeholder accountability requirement articulated as a need for certainty of attribution. The depressed false-class metrics (OIC false-class F1 = 0.12; LIC = 0.00) reflect the severe class imbalance inherent in the simulation design, approximately 95% and 90% positive labels for OIC and LIC respectively and must be interpreted accordingly. The LIC's false-class F1 of 0.00 does not indicate zero discriminatory capability: the AUC of 0.81 confirms meaningful threshold-independent discrimination. Rather, it indicates that at the default threshold of 0.50, only 13 out-of-zone instances in the 200-event test set are insufficient to generate positive out-of-zone predictions. The Precision-Recall AUC of 0.79 for the LIC confirms useful minority-class discrimination when threshold adjustment is applied.

TABLE VI: FULL CLASSIFICATION METRICS: OIC AND LIC (MEAN ACROSS FIVE RUNS, N = 200 TEST EVENTS PER RUN)
	Metric
	OIC
	LIC
	Interpretive Note

	Overall Accuracy
	93.0%
	87.5%
	Class imbalance inflates accuracy - interpret with AUC and weighted F1 (Flach, 2019)

	True-Class Precision
	0.96
	0.93
	Low false-alarm rate for authorized / in-zone events

	True-Class Recall
	0.97
	0.94
	Authorized events almost always correctly detected

	True-Class F1-Score
	0.96
	0.93
	Strong precision-recall balance for majority class

	True-Class Support
	191
	187
	Reflects ~95% / ~90% positive class prevalence

	False-Class Precision
	0.14
	0.00
	Minority class: 9 OIC / 13 LIC false instances in test set

	False-Class Recall
	0.11
	0.00
	Expected under heavy class imbalance - not classifier ignorance

	Macro Avg F1-Score
	0.54
	0.47
	Depressed by false-class weakness - expected pattern

	Weighted Avg F1-Score
	0.93
	0.87
	Best reflects real-world event distribution performance

	AUC - ROC
	0.97
	0.81
	Threshold-independent: OIC excellent; LIC good (above 0.80)

	AUC - PR Curve
	0.96
	0.79
	More informative under class imbalance (Flach, 2019)



A Wilcoxon signed-ranks test selected over a paired t-test given n = 5 pairs where parametric normality assumptions cannot be verified  confirmed that OIC accuracy significantly exceeded LIC accuracy. The argument comes from all the five simulation runs with all five differences positive, T+ = 15, T- = 0, exact p = .031, r = 0.90 (large effect). The bootstrapped 95% confidence interval for the mean accuracy difference was [4.1%, 6.9%], confirming the performance gap is genuine and consistent. Table VII compares both classifiers against their pre-specified literature field-condition benchmarks.

TABLE VII: PGMM PERFORMANCE VS. LITERATURE FIELD-CONDITION BENCHMARKS
	Classifier
	PGMM Mean Accuracy
	95% CI
	Benchmark
	Source
	Margin

	OIC
	93.0%
	[92.1, 93.9]
	90.0%
	(Fianyi and Zia, 2019, Reed and Dunaway, 2019)
	+3.0 pp — CI entirely above benchmark

	LIC
	87.5%
	[86.7, 88.3]
	~82.5%
	(Merry and Bettinger, 2019) GPS baseline; engineering assumption for hybrid
	+5.0 pp — CI entirely above benchmark


Note. Bootstrapped 95% CI from five simulation run means. pp = percentage points. Literature benchmarks are field-condition estimates.

(Table VIII) shows the sensitivity analysis and reveals the infrastructure threshold below which the PGMM's performance advantage over GPS-only positioning elopes. The OIC remains above the 90% biometric field-condition benchmark and retains AUC above 0.90 across the full tested degradation range, confirming robustness to the 5-7% field degradation posited by Reed and Dunaway (2019) The LIC appears to be more sensitive: at 85% location correctness the advantage over the GPS-only baseline becomes marginal, and at 80% correctness the LIC falls statistically significantly below the baseline. This finding precisely identifies cellular triangulation infrastructure quality, not the classifier algorithm and not the biometric sensor, as the primary system performance constraint, directing future deployment investment accordingly.

TABLE VIII: SENSITIVITY ANALYSIS: OIC AND LIC UNDER VARIED CORRECTNESS PARAMETERS
	Correctness Parameter
	Accuracy M (SD)
	AUC (ROC)
	Weighted F1
	Benchmark Position

	OIC: 95% (baseline)
	93.0 (0.71)
	0.97
	0.93
	+3.0 pp above 90% field benchmark

	OIC: 90%
	88.6 (0.85)
	0.94
	0.89
	At benchmark - advantage eliminated

	OIC: 85%
	83.8 (1.10)
	0.90
	0.84
	Below 90% benchmark

	LIC: 90% (baseline)
	87.5 (0.61)
	0.81
	0.87
	+5.0 pp above GPS-only baseline

	LIC: 85%
	82.9 (1.30)
	0.77
	0.82
	Near baseline - advantage marginal

	LIC: 80%
	78.4 (1.40)
	0.73
	0.77
	Below GPS-only baseline



IV. DISCUSSION
A) Theoretical Contributions
This study makes three theoretical contributions. First, it advances the Design Science Research paradigm by demonstrating that a simulation methodology adapted to regional operational parameters can produce construct validity evidence that is meaningfully stronger than a generic simulation (Hevner et al., 2004). The explicit acknowledgement of construct versus criterion validity boundaries, and the specification of the field deployment conditions required to establish criterion validity, provides a methodological precedent for future security systems research employing simulation as the primary evaluation mode.
Second, the study operationalizes Socio-Technical Systems Theory by Baxter and Sommerville (2011) at a level of specificity rarely achieved in information systems design research. The STST principle of joint optimization is not invoked abstractly but is manifested in specific design decisions: the fail-secure default responds to the operational culture of security forces; the BLE/LoRaWAN communication protocol responds to Kenya's documented power infrastructure gap; and the phased implementation pathway responds to the resource allocation constraint rated as the most severe implementation barrier. Each of these design choices is traceable to a specific STST principle and a specific empirical finding from the qualitative data.
Third, the between-domain feasibility gap confirmed by the Kruskal-Wallis test (H(3) = 7.89, p = .048, η² = 0.41) contributes to the TAM literature by providing empirical evidence that domain expertise shapes Perceived Usefulness perceptions in ways that are statistically significant and practically large. Technology specialists and security practitioners are not substitutable informants in technology feasibility assessments; they carry systematically different perceptions. This finding has implications beyond firearm management for any ICT deployment study in hierarchical security organizations.
B) Practical Implications
The PGMM's AND-gate decision fusion mechanism has a practical security implication that the individual classifier metrics understate. An adversary seeking to achieve a false Authorized classification must simultaneously defeat two independent security controls; the biometric authentication layer and the geolocation zone compliance layer. OIC's false-positive rate in the simulation (8 of 200 test events) would, in a single-layer architecture, translate directly to 8 security breaches per 200 trigger events. Under the AND-gate architecture, each of those 8 OIC false positives is subject to an independent LIC check: if the adversary is not within the weapon's assigned operational zone, the LIC will output Out-of-Zone and the AND-gate will return Unauthorized regardless of the OIC outcome. The probability that both classifiers simultaneously produce false positives in a correlated direction is substantially lower than either classifier's individual false-positive rate, a layered security property that Mostafa et al. (2023) formally demonstrate increases non-linearly with the number of independent authentication layers.
The sensitivity analysis finding that the LIC's performance advantage disappears below 85% location correctness has a direct procurement implication: before any pilot deployment is initiated, a cellular triangulation coverage audit must be conducted in the target deployment zone. If cellular infrastructure does not achieve at least 85 - 90% positioning accuracy in that zone, the hybrid architecture will not deliver its documented performance advantage over GPS-only approaches, and the procurement decision should be deferred until infrastructure investment is confirmed.
The Spearman correlation finding (rₛ = 0.47, p = .021), that professional experience predicts technology acceptance has an equally direct implementation implication. Experienced senior officers, who have personally encountered the operational consequences of inadequate firearm accountability over careers spanning two to three decades, perceive greater Perceived Usefulness in the PGMM and are therefore more likely to adopt and champion it. Pilot deployment design should deliberately recruit these officers as visible leaders, exploiting the Social Influence mechanism to accelerate adoption among their less-experienced colleagues (Jeyaraj et al., 2023).
C) Limitations
Three limitations require explicit acknowledgement. First, the simulation generates training and test data from the same parametric model, meaning the classifiers verify internal consistency  rather than demonstrating performance against independent real-world firearm event data. This constitutes construct validity, not criterion validity. The 93.0% OIC accuracy and 87.5% LIC accuracy are therefore correctly interpreted as: IF real-world conditions approximate the simulation parameters, THEN these performance levels are achievable. Field deployment testing is required to establish criterion validity.
Second, the qualitative sample sizes of n = 18 for expert consultations and n = 24 for workshops; while appropriate for purposive sampling in a DSR study, limit the generalizability of the quantitative feasibility ratings to the broader Kenyan security professional population. The Kruskal-Wallis and Spearman results should be treated as indicative rather than confirmatory findings pending replication with larger samples.
Third, access to real firearms for hardware-level sensor testing was legally and bureaucratically restricted, meaning no empirical data on actual fingerprint sensor performance under Kenyan field conditions was collected. The 5-7% degradation rate adopted from Reed and Dunaway (2019) was the best available evidence but was derived from a different operational context. Field validation of sensor performance under Kenyan conditions such as dust, moisture, protective gloves, extreme heat, is an important priority for subsequent research.
V. CONCLUSION
This study has presented the Proposed Geolocation Mapping Model, a context-aware IoT framework for real-time firearm geolocation and user authentication designed and simulation-validated for Kenya's formal security forces. The study shows the importance of lightweight contextual IoT features like hash-encoded biometric identifiers, GPS/cellular coordinates, temporal deployment patterns. The findings posits that it can effectively replace bandwidth-heavy video data as the classification substrate for real-time firearm monitoring, achieving OIC accuracy of 93.0% (AUC = 0.97) and LIC accuracy of 87.5% (AUC = 0.81) under Kenyan-calibrated simulation parameters.
The study's most important statistical finding is not an accuracy percentage but the Kruskal-Wallis result of H(3) = 7.89, p = .048, η² = 0.41. These statistics confirm that technology specialists and security practitioners have different feasibility perceptions. Any implementation strategy that considers only one of these groups will systematically fail to anticipate the concerns of the other. And the most important non-statistical finding is in the NVivo analysis about the probable barriers: operational constraints was the only theme coded by every single participant across all four expert domains, confirming that technical performance data, however strong, cannot substitute for system design that is built around how Kenya's security officers’ work.
The PGMM does not completely eradicate Kenya's firearm accountability problems through software alone. It provides a technically credible, stakeholder-validated, and statistically evidenced foundation for the field deployment study that would transform construct validity into operational evidence. That deployment, and the regulatory reform, infrastructure investment, and role-differentiated training that must accompany it, is the study's most urgent recommendation and the logical next contribution to this line of research.
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